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INTRODUCTION

Electronic voting (e-voting) represents a significant challenge for election
observers.! These technologies have the potential to facilitate and improve
electoral processes and are adopted for a number of reasons. These include
the perceived advantages in increased voter access, the possibility of
decreased costs (in the long term), facilitation of the conduct of simultaneous
or complex elections, earlier announcement of results, potentially fewer
opportunities for retail fraud, and fewer errors by voters and poll workers.

These technologies, however, pose risks to the integrity of the electoral
process that can quickly erode public confidence. Such risks include the
possibility of technical failure, external interference with the system, internal
malfeasance, and the loss of oversight by and accountability of the election
management bodies. These threats have the potential to violate fundamental
electoral rights and to subvert the will of the people on a large scale and in an
undetectable manner.

Many aspects of an e-voting system are essentially unobservable using
traditional observation methods. The Carter Center recognizes that election
observers must equip themselves with a new set of tools and methodologies
that allow better understanding not only of the technologies in use but also
the systems of checks and balances put in place to support the use of e-voting
technologies. To respond to these challenges, The Carter Center developed
the Baseline Survey for Observing Electronic Voting. First released in a
handbook in 2007, the methodology has been tested in multiple electoral
contexts. This second edition reflects the lessons learned from those
experiences.

STRUCTURE OF THis HANDBOOK

This handbook is designed to supplement other tools and resources available
to Carter Center election observation missions (EOMs). It therefore does not
cover every aspect of an election observation mission. Instead, it provides
additional detail regarding those issues related to the use of e-voting
technologies. This handbook is organized into the following sections:

! E-voting can be defined as the use of electronic means to cast, record, and/or count votes. E-voting devices may
include, for example, those in polling stations, Internet voting, mixed systems, voting by mobile telephone, and so
forth. Within the category of voting machines in polling stations, there are direct recording electronic (DRE) devices,
DRE devices with a voter-verified paper trail (VVPAT), optical scan devices, and others. In some of these systems, votes
are recorded on each voting machine; in others, all votes are stored on a single device in the polling station; and in
some, the votes are sent to a central server exterior to the polling station.




¢ Development of the Baseline Survey for Observing Electronic
Voting. This section provides background on the Center’s efforts to
develop, test, and refine the Baseline Survey for Observing Electronic
Voting.

¢ Voting Technologies and the Election Observation Mission. This
section provides an overview of staffing and mission timing considerations
that may differ from traditional EOMs.

e International Obligations Regarding the Introduction and Use of
Electronic Voting Technologies. This section of the handbook builds
on the content of the Developing a Methodology for Observing Electronic
Voting publication of 2007, providing more guidance regarding the
international obligations and good practices associated with the use of
e-voting technologies.

¢ Using the Baseline Survey for Observing Electronic Voting. This
section provides a brief introduction to the baseline survey, followed by the
survey itself as Appendix A.

e Appendices. Included in Appendices B-G are additional resources for
Carter Center EOMs, including sample election day checklists, Guidelines
on Observing Electronic Voting (a paper produced as part of the Declaration
of Principles for International Election Observation process), a brief
introduction to e-voting technologies, and finally a selected bibliography of
useful resources and reference materials related to the use of e-voting.



DEVELOPMENT OF THE
BASELINE SURVEY FOR
OBSERVING ELECTRONIC VOTING

The Carter Center began development of a methodology for observing
e-voting in 2005 with a series of consultative experts meetings held in
Atlanta, Georgia. The result of these meetings, which brought together
electoral experts from the United States and abroad, was an initial draft

of the Carter Center’s Baseline Survey for Electronic Voting, published in
2007. This baseline survey was intended to provide observers with a better
understanding of voting technologies in use, including testing, auditing, and
election day processes. In addition, it was designed to be general enough in
nature to allow for applicability to a number of e-voting technologies, in a
variety of political and electoral contexts, while specific enough to provide
useful information to a mission.

The Center’s baseline survey was first tested in Venezuela’s 2006 presidential
election. A small team was deployed to Caracas to observe voting and
counting as well as post-election audit procedures.? In October 2007, The
Carter Center published Developing a Methodology for Observing Electronic
Voting,” which detailed the process of implementing the baseline survey

in Venezuela, the challenges faced by the Center in using the survey to
understand both the electoral technology and larger electoral process, and
lessons learned for future development. The baseline survey and election day
checklists from the Venezuela mission were included as appendices to the
report.

In 2008, The Carter Center conducted a second limited field test of the
methodology in the United States. The Carter Center normally does not
observe United States elections. However, the educational visit of a number
of Chinese scholars and officials from the Ministry of Civil Affairs provided
an opportunity to further test and refine the survey. The study mission
used the methodology to assess different types of e-voting technology used
in Washington, D.C., northern Virginia, Georgia, and the San Francisco
area. Lessons learned and key recommendations from this mission were
incorporated in revisions to the baseline survey.

2 The final report from the Venezuela mission is available at http://www.cartercenter.org/resources/pdfs/news/peace_
publications/democracy/venezuela_2006_eng.pdf.

* The publication is available at http://www.cartercenter.org/documents/elec_voting_oct11_07.pdf.



The third and final test of the baseline survey occurred during the May 10,
2010, Philippines elections.” The 2010 Philippines elections were the first in
which a nationalized system of optical mark recording devices would be used
in the country. The Carter Center sent three electoral technology experts to
the Philippines to observe pre-election testing, auditing, and public education.
These experts were joined by another seven observers on election day. The
Philippines mission allowed The Carter Center a final opportunity to make
final revisions to the baseline survey.

This handbook revises and expands upon the 2007 Developing a Methodology
Jfor Observing Electronic Voting publication, incorporating the cumulative
recommendations and lessons learned over the course of the three missions
and serving as a supplement to the other tools and resources available

to Carter Center observers. The Carter Center hopes the general focus of

the baseline survey will allow users to apply it to any number of voting
technologies, while the comprehensive framework of questions will provide
necessary detail to facilitate a solid understanding of the system in use.

*The final report from the Philippines mission is available at http://www.cartercenter.org/resources/pdfs/news/peace_
publications/election_reports/philippines-may%202010-elections-finalrpt.pdf.



VOTING TECHNOLOGIES
AND THE ELECTION
OBSERVATION MISSION

Observation of voting technologies is only one aspect of a larger election
assessment that should focus on evaluating whether a number of fundamental
human rights are fulfilled throughout the electoral process. Outlined in the
following section of the handbook are the roles and responsibilities of key
staff members and the impact of e-voting technologies on the recruitment

and training of observers as well as on the collection and analysis of data.
This handbook is intended as a supplement to other Carter Center tools and
resources for observing elections.

MissiON STAFF— THE ELECTRONIC VOTING EXPERTS

Observation of e-voting technologies generally requires that at least two
members of the field team have specialized skills, ideally a combination of
electoral experience and a background in technology or computer science.
Such expertise allows staftf members to consider the technical aspects of
the e-voting system in use, while still understanding the larger trends of the
electoral process and the impact of the technologies on this process.

E-voting experts should focus principally on the testing and assessment of
the voting technology itself. Political analysis may best be left to other team
members. However, it is important to note that no e-voting technology
process can be fully divorced from the political and social context of the
larger electoral process. Therefore, staff members must remain keen to their
surroundings and to any signals of policy or political reasoning behind
decisions regarding the introduction and use of voting technologies.

E-voting experts should have 5-10 years of relevant experience and report
to a field office director for overall oversight and direction. The primary
responsibilities of the e-voting experts in the months leading up to the
election will be as follows, with requisite flexibility for unique situations as
they may arise:

1. Become familiar with the electoral technology in use in the observed
country, including its functionalities, testing processes, vendor and
procurement history, and any potential security vulnerabilities.

2. Attend meetings with stakeholders interested in the use of voting
technologies, focusing on their role in its implementation, any perceived
problems, and reasons for the choice of this technology.



3. Complete the Carter Center’s Baseline Survey for Observing Electronic
Voting, with help from long-term observers to gather data as necessary.

4. Write an overview of results and findings from the baseline survey for
circulation within the EOM.

5. Develop tools for data collection on e-voting technologies for use by long-
term observers (LTOs) and short-term observers (STOs).

6. Provide weekly updates to mission members (including the LTOs) on
e-voting-related processes, including time lines for testing, trends in
implementation of the policies and procedures regarding e-voting, and
other issues.

7. Supplement the Carter Center’s basic training course for observers of
e-voting with information particular to the system in use and the country to
be observed.

8. Serve as a resource to the mission on all aspects of and issues related to
the e-voting system.

The e-voting expert will work in close collaboration with the larger team,
particularly the field office director, the legal analyst, and the observer
coordinator, who may incorporate issues on the use of e-voting technologies
into the weekly areas of assessment for the LTOs.

It is critical that the roles and responsibilities of members of the field team
are clear from the outset of the mission, to ensure effective coordination and
communication within the EOM. In the context of elections in which e-voting
technologies are used, this means that there remain clear reporting structures
for LTOs to minimize confusion about how and when data regarding the
technologies will be collected and analyzed.

TiME FRAME OF OBSERVATION

The observation of e-voting technologies requires that EOMs begin well in
advance of election day. Generally, Carter Center missions arrive in a country
four to six months before an election. Where e-voting will be used, it is critical
that missions are established as early as possible. Where it is not possible to
deploy a mission as early as required by the use of e-voting technologies,
assessment teams may be deployed to the country at critical junctures in

the pre-election process, and they will provide written reports that can be
used by the EOM.

E-voting experts generally should arrive in the first wave of field office staff,
helping to set up the office and host initial meetings with key stakeholders.
Early arrival is critical, as many aspects of the e-voting process begin well in
advance (often years) of election day. In particular, specialized staff should
be on the ground before the review of the system’s source code occurs and
should be present for as much of the pre-election testing process as possible.



Ideally, LTOs also will be deployed throughout the country by the time testing
begins so that they can collect data and send it back to the e-voting expert and
core team for review.

It is also critical that staff focused on the use of voting technologies remain
in-country throughout the electoral dispute resolution process, or at least
until any disputes related to the use of technology have been resolved.

While assessing the electoral dispute resolution process also may be a key
responsibility of the mission’s legal analyst, knowledge of and familiarity with
the e-voting expert’s technology processes may be critical in deepening the
team’s understanding of the legitimacy of legal claims.

RESOURCES AND OBSERVATION ToOOLS

In addition to the Baseline Survey for Observing Electronic Voting, there

are a number of tools and resources that can assist in the collection and
analysis of data on e-voting technologies. First and foremost among these is
the Database of Obligations for Democratic Elections, which will help the
e-voting experts and the rest of the core team understand the obligations

to which the host country has committed regarding the use of e-voting.> As
outlined in subsequent sections of this handbook, there are few international
obligations or commitments specifically regarding the use of e-voting.
However, those commitments that do exist can help provide an understanding
of international good practice with regard to the introduction and use of
e-voting technologies. In addition, a growing number of publications on
e-voting technologies can provide guidance as necessary. A non-exhaustive
bibliography of such resources is included in Appendix G of this handbook.

E-voting experts undoubtedly will refer heavily to the election laws of the host
country and any rules and decrees or policies and procedures disseminated
by the election management body (EMB). These resources are critical to the
successful analysis of the system and should be collected as early as possible
in the life of the mission.

Long-term election observers (LTOs) can serve as primary data collectors for
the e-voting expert. E-voting technologies should be included as an area of
assessment in the LTOs” weekly reporting templates, and the e-voting expert
should work closely with the LTO coordinator to analyze and comment on
the data collected by the LTOs. Areas of assessment for the LTOs can be
drawn from the baseline survey, as well as from the e-voting experts’ own
experiences in the capital city. In addition, the e-voting expert and the LTO
coordinator should work together to develop checklists for LTOs to use to
collect quantitative data throughout the pre-election testing processes.

> http://www.cartercenter.org/des-search/des/



TRAINING FOR OQOBSERVERS

The Carter Center selects observers with a wealth of experience and
knowledge. However, in many cases these observers have not participated
in a mission assessing voting technologies before or are not familiar with
the particular type of technology employed in an observed state. This
makes training for observers critical to the success of the mission. While
not all observers will be expected to focus primarily on assessing voting
technologies, it is a central part of the electoral process as a whole and one
with which all observers must be familiar.

LoNG-TERM OBSERVERS

At least a half day of the mission’s LTO training should focus on issues related
to the use of voting technologies. Long-term observers need not be familiar
with all technological details of a system’s internal components. However,
they should understand:

e how the machines generally should work
e the schedule for testing the machines and what the tests will entail

e the safeguards in place to ensure the security of the system throughout the
pre-election period

e when to ask the e-voting expert for more guidance on potential issues

Training for observers should include the following essential elements
(supplemented by field staff for the particular exigencies of an observed
country):

e the history of e-voting generally
e the purpose and impetus for using e-voting in the observed country

e the type of electoral technology used, identified strengths, and potential
weaknesses

e what the technology looks like, including an overview of how to identify
key security features such as key slots or transmission ports

e an overview of testing and auditing procedures that will be or have been
observed by the mission

e the relationship between human rights and voting technologies, focusing on
how the technology may impact fundamental rights relevant to the electoral
process and how observers can identify and report on such issues

e identification and reporting of potential issues with the technology,
including an overview of reporting questions and numbers to call if issues
are identified



SHORT-TERM OBSERVERS

Training for STOs should provide a basic understanding of the system in

use, including the functionality of the voting technology and what security
protocols they should expect to find in place at the polling station and
tabulation centers. This “issue spotting” is particularly important at critical
times in the day like poll opening and poll closing. To ensure observers
internalize the lessons about voting technologies, it is best to have some
sessions that focus only on the technology, while other sessions may integrate
potential issues within a larger framework of the election day processes.

ROLE OF THE LONG-TERM OBSERVER

While LTOs do not bear primary responsibility for the completion of the
baseline survey, they do play a pivotal role in the collection of data regarding
the preparation, testing, or auditing of voting technologies outside the capital
city. The e-voting experts should work closely with the LTO coordinator

to make sure that LTOs are collecting appropriate, accurate, and useful
information regarding the use of the voting technologies and are effectively
reporting on this aspect of the process in their weekly reports. The technology
in use should not become an overwhelming preoccupation of the LTOs, who
must continue to observe other aspects of the unfolding electoral process as
well.

The ability of LTOs to effectively observe aspects of the adoption of voting
technologies often hinges on the success of the training they receive upon
arrival in country. Again, while it is not necessary for LTOs to be familiar with
all technical aspects of internal data transmission or retention, they should

be comfortable looking at, evaluating the functioning of, and communicating
about the electoral technology in use.

In some cases it may be useful to recruit LTOs with a nontraditional skill set,
such as a background in computer science, who may be paired with an LTO
with a strong understanding of the electoral process and the host country.

In such cases, the field office director, LTO coordinator, and e-voting expert

should work closely with Atlanta staff to ensure that suitable LTO candidates
are identified and recruited.

ROLE OF THE SHORT-TERM OBSERVER

STOs are deployed throughout the country one to three days before election
day and are tasked with observing the process in 10-20 polling stations. These
observers are given checklists that provide guidance on what to look for.

The data from these checklists is then aggregated at the field office level and
evaluated for patterns. Questions on the voting technologies in use should be
just one aspect of the process observed during voting, counting, and results
aggregation. By completing the checklists, STOs contribute significantly to the
development of an assessment of the technology in use.
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Working closely with the LTO coordinator and other key staff, the e-voting
expert should provide input on the questions to be included in the STO
checklists. The e-voting experts may wish to provide special communication
lines for observers to call if they note a problem with the electoral technology.
This can be very helpful to STOs as they collect information in the time period
immediate to election day.



INTERNATIONAL OBLIGATIONS
REGARDING THE INTRODUCTION
AND USE OF ELECTRONIC
VOTING TECHNOLOGIES

E-voting technologies must be understood and assessed as part of the larger
electoral process in which they are being used. Regardless of technologies
used, the electoral process should be conducted in accordance with the
obligations to which the state has voluntarily committed through the
accession, signature, or ratification of treaties and other international
commitments. Therefore, the obligations for genuine democratic elections
that apply to traditional paper-based elections also apply to those in which
e-voting technologies are used. In the context of e-voting, a number of
obligations are particularly relevant, including assuring the rights to vote, to be
elected, and to participate in public affairs and the secrecy of the ballot.® The
introduction and use of technologies that undermine these fundamental rights
cannot be said to fulfill international obligations for democratic elections.

While the obligations regarding democratic elections are relevant to

elections in which electronic technologies are used, there remains a paucity
of obligations specific to the introduction and use of e-voting technology.

At the regional level, the Council of Europe leads the way in identifying
emerging norms regarding the introduction and use of e-voting technologies.’
The Council of Europe’s 2004 Recommendation on Legal, Operational, and
Technical Standards for E-voting may be extrapolated to provide examples of
international good practice in settings outside the Council of Europe member
states.

In addition, a number of critical, overarching principles have been identified
based on the collective experience of international election observation
organizations that are relevant to the introduction of e-voting technologies
regardless of the specificities of the system. These include:

1. inclusivity of the public and all stakeholders in the process of choosing and
using the system

2. transparency in all aspects of the decision-making process with regard to
the technology

° These obligations are referenced throughout the subsequent chapter on areas of assessment.

7The Council of Europe’s (CoE) 2004 Recommendation on Legal, Operational, and Technical Standards for E-voting
[Recommendation Rec(2004)11] sets nonbinding standards for its member states.

11
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0.

. accountability for the impact of the technology on the integrity of the

electoral process

. accuracy and speed in the voting and vote counting process

. sustainability and cost-effectiveness of the system based on the realities of

the country in which it is being introduced

security of the system

These principles are outlined in Observing Electronic Voting, a document
prepared for the Fifth Meeting on the Implementation of the Declaration

of Principles for International Election Observation (Atlanta, Ga., October
2010), which may provide guidance to Carter Center EOMs observing
e-voting technologies. This document distills the common experiences of
endorsers of the Declaration of Principles (based on key publications of
these organizations) into a short set of guiding principles. The full text of this
document can be found in Appendix C.

SOURCES OF PUBLIC INTERNATIONAL LAW

This section of the handbook draws heavily from guidance on electoral
processes found in public international law. To identify and determine
assessment criteria for international obligations for democratic elections,
four types of international human rights sources are referenced. These
sources include:

e Obligation (OB) Obligations clearly codified in treaties

e Interpretation (IN) Interpretation of treaty obligations by treaty monitoring
mechanisms (such as the Human Rights Committee) or international courts
(such as the European Court of Human Rights)

e Political Commitments (PC) Nonbinding instruments such as declarations
or other political commitments, which serve as evidence of state practice and
customary law

e Other sources (0OS) Handbooks, manuals, and other sources that can
provide additional evidence of state practice (customary law) with regard to
electoral processes

Every footnote reference includes a marker indicating whether the source
document is an obligation, interpretative document, political commitment, or a
source that can serve as evidence of state practice. The relative weight given in
the source document by the EOM staff should correspond to this hierarchy. For
more on how to use international obligations to assess elections, please refer to
the Carter Center website.



AREAS OF ASSESSMENT

The Carter Center’s Baseline Survey for Observing Electronic Voting focuses
on eight main areas of assessment. These are: (1) the legal framework,
including dispute resolution systems; (2) an overview of the technology in
use; (3) voter education and public awareness of voting technologies; (4)
election administration, vendors, and procurement of equipment; (5) security
measures and contingency planning; (6) certification and pre-election testing;
(7) election day procedures; and (8) vote counting and dispute resolution,
including audit and recount procedures. In the following section of the
handbook, we provide a more detailed overview of the obligations, principles,
and good practices that can help to inform an assessment of these issues
when using the baseline survey, recognizing that the checks and balances and
systems that are put in place around the technologies are observable in many
instances and can be as critical to the success of the electoral process as the
functioning of the machines.

The following section serves as a supplement to other tools and resources
available to the EOM, such as detailed terms of reference for staff and
reporting templates, and therefore focuses solely on those issues related
directly to the use of e-voting. Fach section is categorized according to the
constituent part of the election to which it is relevant for easier use with the
Center’s overall election observation methodology.

THE LEGAL FRAMEWORK

The legal framework should lay the foundation for the use of the e-voting
technologies and for ensuring that fundamental human rights are fulfilled
through their use. Early assessment of the laws and regulations governing an
election helps observers identify potential problems, recognize inconsistencies
between sources of law, and develop a sound understanding of the role

of e-voting technologies in the electoral process. Completion of the legal
framework section of the baseline survey should help the EOM understand
those provisions of the law focused on the use of e-voting technologies. Key
issues and considerations for EOMs related to the legal framework for e-voting
are outlined below.

THE LEGAL FRAMEWORK FOR E-VOTING TECHNOLOGIES SHOULD ENSURE ADEQUATE
PROTECTION OF HUMAN RIGHTS.

The legal framework for voting technologies should ensure adequate
protection for all fundamental human rights. In the context of e-voting,
systems should be designed with these obligations in mind and should
provide safeguards to protect them from technical or other threats. Examples
of such safeguards include: ensuring that the electronic ballot box is empty
at the beginning of the voting day, implementing of audits throughout the

13



ASSESSMENT OF THE LEGAL FRAMEWORK

The legal framework should lay the foundation for the use of the e-voting
technologies and for ensuring that fundamental human rights are fulfilled
through their use. Early assessment of the laws and regulations governing an
election helps observers identify potential problems, recognize inconsistencies
between sources of law, and develop a sound understanding of the role of
e-voting technologies in the electoral process.

The key activities, responsible team members, and outputs of an assessment of
the legal framework for the use of e-voting are summarized below.

sesfesie

Responsible EOM Staff:

e E-voting experts

e EOM’s legal analyst

Materials Needed:

e Electoral law of observed country

e Laws pertaining to the adoption of voting technologies (if not codified in the
electoral law)

e Relevant regulations and election commission directives
Principal Activities:

e Reading, reviewing, and developing an understanding of the legal framework
for e-voting

e Completion of the Carter Center Legal Framework Gap Analysis

e Analyzing the law, looking for the law’s positive aspects as well as its
shortcomings and discrepancies

Key Outputs:

e Written analysis of the laws pertaining to the use of e-voting, using the
baseline survey as a guide

process, and applying measures that prevent voters from casting more than
one electronic ballot into the electronic ballot box.®

In particular, the rights to vote® by secret ballot, to be elected, and to
participate in public affairs should be protected, and special consideration

8 PC: CoE Recommendation Rec(2004)11, adopted by the Committee of Ministers of the CoE on Sept. 30, 2004, and
explanatory memorandum (CoE, Standards), art. 5

2 OB: United Nations (UN), International Covenant on Civil and Political Rights ICCPR) was adopted and opened

for signature, ratification, and accession by General Assembly resolution 2200A (XXI) on Dec. 16, 1966, and entered
into force March 23, 1976, art. 25(b). While not international obligations, various sources provide additional guidance
requiring the right to vote be protected by ensuring electronic ballots are understandable and that they facilitate voting
for persons with disabilities (i.e., CoE, Standards, arts. 9, 16, 18, and 19).

10 OB: U